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Bounded Model Checking

Basic idea of BMC for a system and a property φ:

unroll the system up to k-step
number of context switches
number of loop iteration
...

transition function of the unrolled system as SAT or SMT
if ¬φ ∧ P is:

unsat, property holds up to k steps
sat, property is violated

Observations:

satisfiability check is the bottle neck
solvers work the best when formula is under- or over-specified
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Main Idea

Add more constraints to overspecify the formula.

good candidates: program invariants
possible candidates: likely invariants

simply add them to the conjunction
the result might be underapproximation

3 / 15



Main Idea

Add more constraints to overspecify the formula.

good candidates: program invariants
possible candidates: likely invariants

simply add them to the conjunction
the result might be underapproximation

3 / 15



Main Idea

Add more constraints to overspecify the formula.

good candidates: program invariants
possible candidates: likely invariants

simply add them to the conjunction
the result might be underapproximation

3 / 15



BMC Underapproximation

Fig. 2. Refinement flowchart Fig. 3. Design of the tool

an unsatisfiable core. If we proceed without deciding about safety of the given
program we will have P := P ∧φ after a maximum of n iterations. This formula
is the original formula which can be decided. Hence, we always terminate in at
most n+ 1 iterations.

3 Implementation

Our tool operates in two stages, shown in Fig. 3. First, likely invariants are gen-
erated by dynamic analysis, which are used to construct an underapproximation
of the input program. In the second stage the tool performs SAT-based bounded
model checking and refinement on the underapproximated input program. In
subsequent sections we provide details of each stage.

3.1 Likely Invariant Generation and Constraints

The compiled input program is passed to binary instrumentation built using
PIN [5]. We instrument shared memory instructions to collect execution traces,
which are analyzed to detect three classes of likely invariants following [6]. The
generated invariants are sequences of tuples where each tuple consists of a loca-
tion of the instruction in the source code, the name of the variable on which the
instruction operates, and the type of instruction (read or write).

These invariants are passed to CBMC, together with the input program
and unwinding depth, via newly added options. Option --refine-cpu indicates
to CBMC to invoke our changed code path. Options --invariant-strategy l and
--invariant-file file-name specify that likely invariants are to be read from file-
name for underapproximation. These likely invariants are considered while con-
structing the rf relation: for reads appearing as likely invariants only writes
that are present in the corresponding definition set are considered. In order to
fall back to the original rf relation during refinement we add a switch vari-
able while constructing the rf relation, which, when disabled, yields the orig-
inal rf relation. For example, we construct the following formula: switchv1

⇒
(rv1 = wi1

v1 ∨ wi2
v1 ∨ . . . wim

v1 ) ∧ ¬switchv1 ⇒ (rv1 = w1
v1 ∨ w2

v1 ∨ . . . wn
v1), where

4 / 15



Definition-Use Likely Invariants

paper: Do I Use the Wrong Definition? (Yao Shi et al.)
tool DefUse

invariants for reads and writes (load/store):
LR invariants
follower invariants
DSet invariants

capturing likely invariants:
instrument a program
run it multiple times
collect data
statistically choose good candidates
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Local/Remote Invariant Motivation

����� � ���	�


��
�	�������
���
� ���	�
��� �����������	�
�� !��"$#&%('�)+*
,.-�/�02143

� 5�"2�	��56�7�8��97�8:
:�;�1
��� ����9���<=���!�������>����?�@A"
1B3


����	���
�DC

�FE!G ���	�
��� �H�.�������	�
�� !��"$#&%('�)+*
,.-I/
02143
��J�G � 58"A%+'�)+*�,�-I/
0�K8KML�1

��� ����9���<=���!�������7�I��?H@2"
1N3


����	�������
O ��� ������� � �M"
1�P
���IG7Q.R ,�S
T R U ,.V
0�:����	�
���	�>���8<7�$"6143

W


��
�	�����XC
�YE7G7Q.R ,�S
T R U ,�V�0�:�;83YZ Z8�M<���� 97�	���

�7�	 ���9��>[\�2���$������"$����� � �I] ^ ^ 143
_�`J8G �7�	 ����!��9��!�8� �852� � �>��<��� ���" Q�R ,.S8T R U ,�V�0B^6^ 1B3

a&b.c�d!e�fhghi�j�k&ghf�glk&d!c�d>e
f�m d

npoIo�q+c�d!r\nls t7t�f�q(u=f�qAm6dwv�e
s t�xyf�z
m6d


����	�
���XC

�YEw�8{ 5I"ASI-�) U�| /8}8'�~��D� �89��X�&���.��� { �`� 1
�`J�� �p�8���!��<!�h"A?��752�6SI-�) U�| /�}I'�~
�+]�� ���I]7� �
9�1B3


����	�����h�
���
� SI-
) U�| /8}8'�~��8:D� ��9
3

a`b�c
d>e
f�g�i�j�k�� i��wk�d!i���� � ��m d

"A?71`���
�!��� Z+���
�����$�h"A�
��1`� 9 O ���2� ��97�I"	�8� [����� p�� !�� p� ���7�
�>����52� 9�� �2� �
971�� 9Fa&b�c�d>e
fM"	���	�8�h� ��� � � O � �
� ���$� ��971


����	�
���XC
�YEw� ��:��7�
� � ���p"(^ ^ 1B3
�`J��
�8�2� S
T8/8}
� | }80 � :

�$� ��?���9��7[p� ���2�
�&�![�"2��^ ^>143
� �`s e�� t��	���
d7s � i��hd>q(f�c�s f�tMo�e�qAf
c�j J
� �`c���j�� ��� s � c�� � ��f�tpe


����2�������

�`�8G � 58" �8�2� S�T8/8}
� | }80 �
�(�
?���9��8^ �  ���� �h� �	����1�PB^ ^  

o�q+c���t�g�� t!t!� i��¡t�f�t!t!� i���m dyb.f�f�qA¢2g���qAm d

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

"$��1`�7�
�!��� ZA�����p���$�M"A���`1¥� 9 O �
�+� �89!�8"$��� [����� p�� !�� p�2�
�����$�h����52� 9�� �2� �8971�� 9�n�o.o�qAc
d>r�"	���$���
� O � ��� ���2� �
971

"	�>1`���
� � �![������ 9 O ���2� �
9��I� 9Ya`b.c�d!e�f�"	���	���h� ��� � � O � ��� ���2� ��971

"	��1`£���5$� 9�� �2� ��9h������"+£��`��� 1`� 9 O ���2� ��9��8� 9Do�q(c���t7g�� t7t!� i��D"	���$���
� O � �8� ���2� ��9!1

¦p§y¨�©`ª&«¬«B­�¨.®�¯�°`°�±$² ©.³8®�² §y¨�´�!���2�	�
�=������52� 9�� �2� �89 � �� 7�M�	��� ���2� ��9
� 9��!�8�2�	�
�=������52� 9�� �2� ��9 � �� !�D�	�
� ���$� ��9

µµ µµ

¶¶ ¶¶

·· ··

¸¸ ¸¸

�.�M ����
��� �D�� !���$���M�	�������	���
��52� 9�� �2� �
9���5��
��� i�z
c�� k�i>b�s
?�����¹�^

º �$�� �� G 9���� �!<���� 97�$�
�����8�	��5	���$�
9��!�D?7�»��� i�z�c�� k&i>b�s m

�.�M�!���p�
 p?���5	���$����¹h�
�����	����9��7¼
<����=�	�
�
� �»5	�� =�
�7¼������!�A� ��9���5 �	�8���2���$�����h���$�����2� ��98^

½��	�����$���������$ !¾w�
 ! ����h<!�2� ��9��2�����I�.¹��
� [����� 
����<�<���9� p?���5	���	�M�.���  �9����
�������	�
9��	�����M� 9��!�����8^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

�.�M ����
��� �D�� !���$���M� ���!���=����52� 9�� �2� �
9���58qAf��6d!i
����s
�I���yC�^

º �$�� �� G ?����2�p�2���$���
�� Y�2� �»�$��5$�$�����2���h !�8�����!�
�����
�
?H@	���>�I"	��� �$���8�����
9���� � 9��M<���� 9��6�����8��������?�� ��52�$����1B^

�.���� 7�� Y�2���M�	�8�p���	���
��5$� 9�� �2� ��9�?!����¹��������	�h�
[p�$�
9����$���	�
����� 9!�	�8�2� ��� O � 9��I^

��C��
9��M�.�M�
�	�M9����I<��$���	���>�6����[�� �2��� 9��
9����	���h� �
 !���=�2� ��9�^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

�.�M ����
��� ���!��9� ��������2���� !����������52� 9�� �2� ��9���5
z
��� k`� ��j�f>¿h�� p�yCp�� !���I^

ÀÁ�	��9��M�	�� ���� �	 �"	�!���2�A��<7�6���D� ���p52� � ��1����8���	�� ���^

�.���� 7�� p�
<������	�
��z���� k�� ��j�f>¿M?7����¹���5 �6���
�2���
�
�A�$���h?����
9��h�����
��Â!� 9���� 9��lC�^

��C��
9��M�.�M�
�	�M9����I<��$���	���>�6����[�� �2��� 9��
9����	���h� �
 !���=�2� ��9�^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

��¹� ����
��� �D�� !���$���h����52� 9�� �$� �89p��9�� �»52�$���Ã���I]�9����
5$�$�
�¡�yC�^

º �	�� �� G 9���� � � <���� 97�	�
�8�����	��5	�
�	��9��!�M?!��e
¢ÅÄ�z
c���j�x&� j
s e
m

��¹��!���p�
 p?���5	���$������ !���	 »e
¢(Ä�z�c���j�x�� j�s e
<��$��<����2� �p�89����� !�
 Y�2��������52� 9�� �2� �
9�52�$���Ã��C�^

½��	�����$���������$ !¾w�
 ! ����h<!�2� ��9��2�����I���M�
� [����� 
����<�<���9� p?���5	���	�M��¹D�  �9����
�������	�
9��	�����M� 9��!�����8^

ÆÆ ÆÆ

Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 3. Examples of real-world Definition-Use invariants and their violations.

invariant but unfortunately it is not guaranteed by the im-
plementation (probably due to the programmer’s wrong as-
sumption about the execution order after thread creation).

Conversely, in the Apache example shown on Figure 1(b),
S2 always needs to read the refcount value decremented
by the local thread, i.e., S2 holds a LR-Local invariant. Fur-
thermore, due to the incorrect implementation, the above as-
sumption is not guaranteed. Therefore, S2 and S1 can be in-
terleaved by S3, which causes S2 to read the definition from
a remote write S3. This violates S2’s LR-Local invariant.

2.3 Follower Invariants
In concurrent programs, programmers frequently make as-
sumptions about the atomicity of certain code regions. The
LR invariants already captures the case of “read after write”
data flow relation in an assumed atomic region, but not the
“read after read” case, which can be captured by using a Fol-
lower invariant.

Specifically, for two consecutive reads, r1 and r2, to the
same location from the same thread, if r2 always uses the
same definition as r1, we say r2 has a Follower invariant.
Follower is different from LR because as long as r2 uses
the same definition as r1, the definition can come from
either local or remote. Figure 3(b) demonstrates Follower
invariants.

Figure 1(c) shows a real-world example of Follower in-
variants from Apache. As long as S2 reads the same defini-
tion as S1, wherever buf index is updated, the execution is
correct, i.e., S2 holds a Follower invariant. However, when
such an assumption is not guaranteed, the sequence of S1
and S2 may be interrupted by the interleaved remote access
S3, making S2 read a different value from S1. Therefore,
S2’s Follower invariant is violated. This is an atomicity vio-
lation bug.

2.4 Definition Set (DSet) Invariants
While concurrent programs have special inter-thread data
flows, definition-use is not specific to only concurrent pro-
grams. Our third type of invariants, Definition Set (DSet),
is suitable for both sequential and concurrent programs. A
DSet invariant at a read is defined as the set of all writes
whose definition this read may use. Figure 3(c) shows a
DSet invariant at R1. Every read instruction has such a DSet.

When it consumes a value defined by an instruction outside
its DSet, a DSet invariant is violated, indicating a likely bug.

Figure 1(d) shows a real-world example of a DSet invari-
ant in a concurrent program, Transmission. S3 is supposed
to use h->bandwidth’s value defined only by S2. If the
thread creation and initialization in S2 takes a longer time
than the programmer’s assumption, S3 may use the defini-
tion from S1, violating the DSet invariant of S1. It is of note
that there is no Follower invariant here. Even though there is
an LR-Remote invariant, the bug’s manifestation condition
does not violate LR-Remote at S3 because the wrong defini-
tion S1 also comes from a remote thread (thread 1). There-
fore, LR or Follower invariants are not effective in detecting
this bug, while DSet is.

Apart from concurrent programs, DSet is also applicable
to sequential programs, as shown in Figure 2. The DSet
invariant at S2 in Figure 2 (a) captures the set of valid
definitions for S2 to use: {S1}. When the semantic bug is
triggered, S2 would use a definition from S3, violating S2’s
DSet invariant. Hence, this bug can be detected. The other
three sequential bug examples are similar.

2.5 DefUse: Combining All Three Invariants
The above three types of invariants capture different aspects
of definition-use properties. Although DSet invariants ap-
pear more general than LR and Follower, they do not nec-
essarily subsume LR and Follower since they do not capture
inter-thread information. In a definition set, we do not ex-
press whether this definition is local or remote. As a result,
in some concurrency bug cases, DSet may not be violated,
but LR or Follower invariants are, as shown in the examples
below.

Figure 1(b) shows such an example from Apache Httpd.
The variable refcount definition used at S2 is always from
atomic decrease() at S1. However, when the bug is trig-
gered, S2 can use a definition from a remote thread also ex-
ecuting atomic decrease(). Therefore, the DSet invariant
at S2 is not violated during such abnormal execution. How-
ever, the LR invariant is violated.

Similarly, DSet invariants do not completely cover Fol-
lower invariants either. For example, in Figure 1 (c), there
are two definition-use chains, S3-S1 and S3-S2, which can
be recorded in two DSets. However, the dependence relation

read should get data only from writes:
in the same threads
in other threads
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Follower Invariant

Thread 1

W1

R1
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R1
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(a) Local/Remote (LR)

R1 should read a value 
defined by a local writer W1.

R1 should read a value defined 
by a remote writer W1.

Thread 1

R2

Thread 2
W1

R1

R2 (a follower) should read the 
same value as what R1 reads 

(b) Follower 

Thread 1 Thread 2
W1

R1

R1 should read the value defined 
by a write in its definition set
(c) Definition Set (DSet)

definition 
set= {W1}

Figure 3. Examples of real-world Definition-Use invariants and their violations.

invariant but unfortunately it is not guaranteed by the im-
plementation (probably due to the programmer’s wrong as-
sumption about the execution order after thread creation).

Conversely, in the Apache example shown on Figure 1(b),
S2 always needs to read the refcount value decremented
by the local thread, i.e., S2 holds a LR-Local invariant. Fur-
thermore, due to the incorrect implementation, the above as-
sumption is not guaranteed. Therefore, S2 and S1 can be in-
terleaved by S3, which causes S2 to read the definition from
a remote write S3. This violates S2’s LR-Local invariant.

2.3 Follower Invariants
In concurrent programs, programmers frequently make as-
sumptions about the atomicity of certain code regions. The
LR invariants already captures the case of “read after write”
data flow relation in an assumed atomic region, but not the
“read after read” case, which can be captured by using a Fol-
lower invariant.

Specifically, for two consecutive reads, r1 and r2, to the
same location from the same thread, if r2 always uses the
same definition as r1, we say r2 has a Follower invariant.
Follower is different from LR because as long as r2 uses
the same definition as r1, the definition can come from
either local or remote. Figure 3(b) demonstrates Follower
invariants.

Figure 1(c) shows a real-world example of Follower in-
variants from Apache. As long as S2 reads the same defini-
tion as S1, wherever buf index is updated, the execution is
correct, i.e., S2 holds a Follower invariant. However, when
such an assumption is not guaranteed, the sequence of S1
and S2 may be interrupted by the interleaved remote access
S3, making S2 read a different value from S1. Therefore,
S2’s Follower invariant is violated. This is an atomicity vio-
lation bug.

2.4 Definition Set (DSet) Invariants
While concurrent programs have special inter-thread data
flows, definition-use is not specific to only concurrent pro-
grams. Our third type of invariants, Definition Set (DSet),
is suitable for both sequential and concurrent programs. A
DSet invariant at a read is defined as the set of all writes
whose definition this read may use. Figure 3(c) shows a
DSet invariant at R1. Every read instruction has such a DSet.

When it consumes a value defined by an instruction outside
its DSet, a DSet invariant is violated, indicating a likely bug.

Figure 1(d) shows a real-world example of a DSet invari-
ant in a concurrent program, Transmission. S3 is supposed
to use h->bandwidth’s value defined only by S2. If the
thread creation and initialization in S2 takes a longer time
than the programmer’s assumption, S3 may use the defini-
tion from S1, violating the DSet invariant of S1. It is of note
that there is no Follower invariant here. Even though there is
an LR-Remote invariant, the bug’s manifestation condition
does not violate LR-Remote at S3 because the wrong defini-
tion S1 also comes from a remote thread (thread 1). There-
fore, LR or Follower invariants are not effective in detecting
this bug, while DSet is.

Apart from concurrent programs, DSet is also applicable
to sequential programs, as shown in Figure 2. The DSet
invariant at S2 in Figure 2 (a) captures the set of valid
definitions for S2 to use: {S1}. When the semantic bug is
triggered, S2 would use a definition from S3, violating S2’s
DSet invariant. Hence, this bug can be detected. The other
three sequential bug examples are similar.

2.5 DefUse: Combining All Three Invariants
The above three types of invariants capture different aspects
of definition-use properties. Although DSet invariants ap-
pear more general than LR and Follower, they do not nec-
essarily subsume LR and Follower since they do not capture
inter-thread information. In a definition set, we do not ex-
press whether this definition is local or remote. As a result,
in some concurrency bug cases, DSet may not be violated,
but LR or Follower invariants are, as shown in the examples
below.

Figure 1(b) shows such an example from Apache Httpd.
The variable refcount definition used at S2 is always from
atomic decrease() at S1. However, when the bug is trig-
gered, S2 can use a definition from a remote thread also ex-
ecuting atomic decrease(). Therefore, the DSet invariant
at S2 is not violated during such abnormal execution. How-
ever, the LR invariant is violated.

Similarly, DSet invariants do not completely cover Fol-
lower invariants either. For example, in Figure 1 (c), there
are two definition-use chains, S3-S1 and S3-S2, which can
be recorded in two DSets. However, the dependence relation

atomicity assumption
two following reads should get data from the same write

10 / 15



Definition Set Invariant Motivation

����� � ���	�


��
�	�������
���
� ���	�
��� �����������	�
�� !��"$#&%('�)+*
,.-�/�02143

� 5�"2�	��56�7�8��97�8:
:�;�1
��� ����9���<=���!�������>����?�@A"
1B3


����	���
�DC

�FE!G ���	�
��� �H�.�������	�
�� !��"$#&%('�)+*
,.-I/
02143
��J�G � 58"A%+'�)+*�,�-I/
0�K8KML�1

��� ����9���<=���!�������7�I��?H@2"
1N3


����	�������
O ��� ������� � �M"
1�P
���IG7Q.R ,�S
T R U ,.V
0�:����	�
���	�>���8<7�$"6143

W


��
�	�����XC
�YE7G7Q.R ,�S
T R U ,�V�0�:�;83YZ Z8�M<���� 97�	���

�7�	 ���9��>[\�2���$������"$����� � �I] ^ ^ 143
_�`J8G �7�	 ����!��9��!�8� �852� � �>��<��� ���" Q�R ,.S8T R U ,�V�0B^6^ 1B3

a&b.c�d!e�fhghi�j�k&ghf�glk&d!c�d>e
f�m d

npoIo�q+c�d!r\nls t7t�f�q(u=f�qAm6dwv�e
s t�xyf�z
m6d


����	�
���XC

�YEw�8{ 5I"ASI-�) U�| /8}8'�~��D� �89��X�&���.��� { �`� 1
�`J�� �p�8���!��<!�h"A?��752�6SI-�) U�| /�}I'�~
�+]�� ���I]7� �
9�1B3


����	�����h�
���
� SI-
) U�| /8}8'�~��8:D� ��9
3

a`b�c
d>e
f�g�i�j�k�� i��wk�d!i���� � ��m d

"A?71`���
�!��� Z+���
�����$�h"A�
��1`� 9 O ���2� ��97�I"	�8� [����� p�� !�� p� ���7�
�>����52� 9�� �2� �
971�� 9Fa&b�c�d>e
fM"	���	�8�h� ��� � � O � �
� ���$� ��971


����	�
���XC
�YEw� ��:��7�
� � ���p"(^ ^ 1B3
�`J��
�8�2� S
T8/8}
� | }80 � :

�$� ��?���9��7[p� ���2�
�&�![�"2��^ ^>143
� �`s e�� t��	���
d7s � i��hd>q(f�c�s f�tMo�e�qAf
c�j J
� �`c���j�� ��� s � c�� � ��f�tpe


����2�������

�`�8G � 58" �8�2� S�T8/8}
� | }80 �
�(�
?���9��8^ �  ���� �h� �	����1�PB^ ^  

o�q+c���t�g�� t!t!� i��¡t�f�t!t!� i���m dyb.f�f�qA¢2g���qAm d

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

"$��1`�7�
�!��� ZA�����p���$�M"A���`1¥� 9 O �
�+� �89!�8"$��� [����� p�� !�� p�2�
�����$�h����52� 9�� �2� �8971�� 9�n�o.o�qAc
d>r�"	���$���
� O � ��� ���2� �
971

"	�>1`���
� � �![������ 9 O ���2� �
9��I� 9Ya`b.c�d!e�f�"	���	���h� ��� � � O � ��� ���2� ��971

"	��1`£���5$� 9�� �2� ��9h������"+£��`��� 1`� 9 O ���2� ��9��8� 9Do�q(c���t7g�� t7t!� i��D"	���$���
� O � �8� ���2� ��9!1

¦p§y¨�©`ª&«¬«B­�¨.®�¯�°`°�±$² ©.³8®�² §y¨�´�!���2�	�
�=������52� 9�� �2� �89 � �� 7�M�	��� ���2� ��9
� 9��!�8�2�	�
�=������52� 9�� �2� ��9 � �� !�D�	�
� ���$� ��9

µµ µµ

¶¶ ¶¶

·· ··

¸¸ ¸¸

�.�M ����
��� �D�� !���$���M�	�������	���
��52� 9�� �2� �
9���5��
��� i�z
c�� k�i>b�s
?�����¹�^

º �$�� �� G 9���� �!<���� 97�$�
�����8�	��5	���$�
9��!�D?7�»��� i�z�c�� k&i>b�s m

�.�M�!���p�
 p?���5	���$����¹h�
�����	����9��7¼
<����=�	�
�
� �»5	�� =�
�7¼������!�A� ��9���5 �	�8���2���$�����h���$�����2� ��98^

½��	�����$���������$ !¾w�
 ! ����h<!�2� ��9��2�����I�.¹��
� [����� 
����<�<���9� p?���5	���	�M�.���  �9����
�������	�
9��	�����M� 9��!�����8^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

�.�M ����
��� �D�� !���$���M� ���!���=����52� 9�� �2� �
9���58qAf��6d!i
����s
�I���yC�^

º �$�� �� G ?����2�p�2���$���
�� Y�2� �»�$��5$�$�����2���h !�8�����!�
�����
�
?H@	���>�I"	��� �$���8�����
9���� � 9��M<���� 9��6�����8��������?�� ��52�$����1B^

�.���� 7�� Y�2���M�	�8�p���	���
��5$� 9�� �2� ��9�?!����¹��������	�h�
[p�$�
9����$���	�
����� 9!�	�8�2� ��� O � 9��I^

��C��
9��M�.�M�
�	�M9����I<��$���	���>�6����[�� �2��� 9��
9����	���h� �
 !���=�2� ��9�^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

�.�M ����
��� ���!��9� ��������2���� !����������52� 9�� �2� ��9���5
z
��� k`� ��j�f>¿h�� p�yCp�� !���I^

ÀÁ�	��9��M�	�� ���� �	 �"	�!���2�A��<7�6���D� ���p52� � ��1����8���	�� ���^

�.���� 7�� p�
<������	�
��z���� k�� ��j�f>¿M?7����¹���5 �6���
�2���
�
�A�$���h?����
9��h�����
��Â!� 9���� 9��lC�^

��C��
9��M�.�M�
�	�M9����I<��$���	���>�6����[�� �2��� 9��
9����	���h� �
 !���=�2� ��9�^

����� � ���	�

�&�
�����!���� 7�

£&��52� 9�� �2� �
9 �
�� !�D�	��� ���A� �89

¤���9�� 5	�
 =�	���2� �
9

��¹� ����
��� �D�� !���$���h����52� 9�� �$� �89p��9�� �»52�$���Ã���I]�9����
5$�$�
�¡�yC�^

º �	�� �� G 9���� � � <���� 97�	�
�8�����	��5	�
�	��9��!�M?!��e
¢ÅÄ�z
c���j�x&� j
s e
m

��¹��!���p�
 p?���5	���$������ !���	 »e
¢(Ä�z�c���j�x�� j�s e
<��$��<����2� �p�89����� !�
 Y�2��������52� 9�� �2� �
9�52�$���Ã��C�^

½��	�����$���������$ !¾w�
 ! ����h<!�2� ��9��2�����I���M�
� [����� 
����<�<���9� p?���5	���	�M��¹D�  �9����
�������	�
9��	�����M� 9��!�����8^

ÆÆ ÆÆ

Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Figure 1. Real world concurrency bug examples, definition-use(DefUse) invariants and violations are shown in these examples.

use invariant reflects the programmers’ assumptions about
which definition(s) a read should use. Specifically, we have
observed the following three types of definition-use invari-
ants. We combine all the three types into DefUse Invariants.

• Local/Remote(LR) invariants. A read only uses defini-
tions from either the local thread (e.g., Figure 1(b)); or a
remote thread (e.g., Figure 1(a)). LR invariants are useful
in detecting order violations and read-after-write atomic-
ity violations in multi-threaded programs.

• Follower invariants. When there are two consecutive
reads upon the same variable from the same thread, the
second always uses the same definition as the first. For
example, in Figure 1(c), S2 should use the same defini-
tion of buf index as S1. Follower invariants are useful
for detecting read-after-read atomicity violations and cer-
tain memory bugs.

• Definition Set(DSet) invariants. A read should always
use definition(s) from a certain set of writes. For example,
in Figure 2(a), S1 is the only correct definition for S2
to use. It can be useful for detecting both concurrency
and sequential bugs but this would introduce more false
positives.

We have designed a tool, called DefUse that automati-
cally extracts definition-use invariants from programs writ-
ten in C/C++ and uses them to detect software bugs of var-
ious types. To the best of our knowledge, this is one of the
first techniques that can be used to detect a large variety of
software bugs, including concurrency bugs (both order vio-
lations and atomicity violations) as well as sequential bugs.

Similar as many previous invariant-based bug detection
studies [8, 13, 19, 37, 44, 45], DefUse leverages in-house
testing as training runs to extract the definition-use invari-
ants, which are then used to detect concurrency and sequen-
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Definition Set Invariant

Thread 1

W1

R1

Thread 1

R1

Thread 2

W1

(a) Local/Remote (LR)

R1 should read a value 
defined by a local writer W1.

R1 should read a value defined 
by a remote writer W1.

Thread 1

R2

Thread 2
W1

R1

R2 (a follower) should read the 
same value as what R1 reads 

(b) Follower 

Thread 1 Thread 2
W1

R1

R1 should read the value defined 
by a write in its definition set
(c) Definition Set (DSet)

definition 
set= {W1}

Figure 3. Examples of real-world Definition-Use invariants and their violations.

invariant but unfortunately it is not guaranteed by the im-
plementation (probably due to the programmer’s wrong as-
sumption about the execution order after thread creation).

Conversely, in the Apache example shown on Figure 1(b),
S2 always needs to read the refcount value decremented
by the local thread, i.e., S2 holds a LR-Local invariant. Fur-
thermore, due to the incorrect implementation, the above as-
sumption is not guaranteed. Therefore, S2 and S1 can be in-
terleaved by S3, which causes S2 to read the definition from
a remote write S3. This violates S2’s LR-Local invariant.

2.3 Follower Invariants
In concurrent programs, programmers frequently make as-
sumptions about the atomicity of certain code regions. The
LR invariants already captures the case of “read after write”
data flow relation in an assumed atomic region, but not the
“read after read” case, which can be captured by using a Fol-
lower invariant.

Specifically, for two consecutive reads, r1 and r2, to the
same location from the same thread, if r2 always uses the
same definition as r1, we say r2 has a Follower invariant.
Follower is different from LR because as long as r2 uses
the same definition as r1, the definition can come from
either local or remote. Figure 3(b) demonstrates Follower
invariants.

Figure 1(c) shows a real-world example of Follower in-
variants from Apache. As long as S2 reads the same defini-
tion as S1, wherever buf index is updated, the execution is
correct, i.e., S2 holds a Follower invariant. However, when
such an assumption is not guaranteed, the sequence of S1
and S2 may be interrupted by the interleaved remote access
S3, making S2 read a different value from S1. Therefore,
S2’s Follower invariant is violated. This is an atomicity vio-
lation bug.

2.4 Definition Set (DSet) Invariants
While concurrent programs have special inter-thread data
flows, definition-use is not specific to only concurrent pro-
grams. Our third type of invariants, Definition Set (DSet),
is suitable for both sequential and concurrent programs. A
DSet invariant at a read is defined as the set of all writes
whose definition this read may use. Figure 3(c) shows a
DSet invariant at R1. Every read instruction has such a DSet.

When it consumes a value defined by an instruction outside
its DSet, a DSet invariant is violated, indicating a likely bug.

Figure 1(d) shows a real-world example of a DSet invari-
ant in a concurrent program, Transmission. S3 is supposed
to use h->bandwidth’s value defined only by S2. If the
thread creation and initialization in S2 takes a longer time
than the programmer’s assumption, S3 may use the defini-
tion from S1, violating the DSet invariant of S1. It is of note
that there is no Follower invariant here. Even though there is
an LR-Remote invariant, the bug’s manifestation condition
does not violate LR-Remote at S3 because the wrong defini-
tion S1 also comes from a remote thread (thread 1). There-
fore, LR or Follower invariants are not effective in detecting
this bug, while DSet is.

Apart from concurrent programs, DSet is also applicable
to sequential programs, as shown in Figure 2. The DSet
invariant at S2 in Figure 2 (a) captures the set of valid
definitions for S2 to use: {S1}. When the semantic bug is
triggered, S2 would use a definition from S3, violating S2’s
DSet invariant. Hence, this bug can be detected. The other
three sequential bug examples are similar.

2.5 DefUse: Combining All Three Invariants
The above three types of invariants capture different aspects
of definition-use properties. Although DSet invariants ap-
pear more general than LR and Follower, they do not nec-
essarily subsume LR and Follower since they do not capture
inter-thread information. In a definition set, we do not ex-
press whether this definition is local or remote. As a result,
in some concurrency bug cases, DSet may not be violated,
but LR or Follower invariants are, as shown in the examples
below.

Figure 1(b) shows such an example from Apache Httpd.
The variable refcount definition used at S2 is always from
atomic decrease() at S1. However, when the bug is trig-
gered, S2 can use a definition from a remote thread also ex-
ecuting atomic decrease(). Therefore, the DSet invariant
at S2 is not violated during such abnormal execution. How-
ever, the LR invariant is violated.

Similarly, DSet invariants do not completely cover Fol-
lower invariants either. For example, in Figure 1 (c), there
are two definition-use chains, S3-S1 and S3-S2, which can
be recorded in two DSets. However, the dependence relation

restricts the possible values a read can get
define a set of writes
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Implementation

instrument reads and writes in the verified program
PIR instrumentation framework

run it with random inputs
possibly with guided thread scheduling: CHESS, CTrigger

construct the likely invariants based on ranks
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Implementation Challenges

monitored memory locations
granularity (DefUse: a byte)
memory location (DefUse: heap only)

external definitions
external functions might loose invariants (memset, memcpy)
add annotation

virtual address recycle
due to deallocations
intercept deallocation

context sensitivity
small uninlined functions used by different threads

training noise
incorrect oraculum
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Results

50 random inputs and random interleaving for invariant mining
LI = tool from the paper
NoR = encoding without unnecessary writes

File Type U CBMC LI Refinement Writes Saved NoR

1.c Unsafe 10 14.06s 13.541s 87 to 87 in 1 1235/2390 21.719s
2.c Unsafe 10 2.835s 2.034s 28 to 28 in 1 450/912 1.734s
3.c Unsafe 20 21.127s 10.359s 58 to 58 in 1 1900/3727 16.87s
4.c Safe 16 39.633s 23.987s 107 to 88 in 5 1266/4489 6.818s
5.c Unsafe 16 28.273s 34.923s 93 to 93 in 1 2415/3710 5.813s
6.c Unsafe 21 15.984s 11.416s 42 to 42 in 1 1720/3144 12.832s
7.c Safe 6 48.716s 44.519s 22 to 0 in 4 0/599 0.598s
8.c Unsafe 11 4.567s 5.909s 32 to 32 in 1 685/1194 5.41s
9.c Unsafe 10 31.835s 17.196s 76 to 76 in 1 2115/3060 8.553s
10.c Unsafe 10 101.484s 29.699s 76 to 76 in 1 1935/3060 TO
11.c Unsafe 9 38.624s 20.81s 83 to 83 in 1 1744/2868 16.439s
12.c Unsafe 9 62.895s 155.681s 68 to 68 in 1 1935/3060 3.03s
13.c Safe 10 7.392s 10.993s 22 to 8 in 3 144/736 8.4s

Table 1. Result of experiment on targeted benchmarks

which significantly constrain the possible read-write-orders that can be captured
in the form of data-flow invariants. Producer-consumer-like programs, where
consumers can only read from producers on a priority-based schedule, is one
example that exhibits this characteristic. Our future work is aimed at eliminating
some of the bottlenecks: (1) Alternate methods to encode the invariants without
increasing size of the formulas, (2) Integrate an overapproximation step during
refinement. (3) Interface with proficient open-source invariant mining tools. In
related work, the use of underapproximations using number of of interleavings
as a refinement metric was proposed in [9]. Distinction of our work is in the use
likely invariants for this purpose.
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